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OR and NQT within search fields. By
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between search terms unless another
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g Published in e.g. Organization Science To search for multiple authors, separate
each author name with either AND or
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Use a question mark (?) in a search term
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an asterisk (*) to represent zero or more
characters. For example, searching for
Europe* will find results containing
Europe and European. Wildcards cannot
be used at the start of a search term or
when searching for phrases in quotes.
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Managing Security Outsourcing in the | &
Presence of Strategic Hackers

Yong Wu =, Junlin Duan "%, Tao Dai, Dong Cheng

Published Online: 18 Mar 2020 |
https://doi-org.ez1.periodicos.capes.gov.br/10.1287/deca.2019.0406

Abstract

Nowadays, firms tend to outsource security operations to professional
Constructing a contract theory model, this paper examines the interaction
between an MSSP and a strategic hacker based on both parties’
characteristics. We find that the hacker will give up less valuable
information assets, and thus not all information assets are worth
protecting for the MSSP. For both parties, their optimal efforts do not
necessarily increase with their respective efficiency, and the firm's
reputation loss has an opposite effect on its respective efforts. Moreover,
we distinguish two types of security externalities including MSSP-side
externality and hacker-side externality, and we find that the two types of
security externalities have different effects on both parties’ optimal efforts
and expected payoffs. We also find that as a result of the trade-off
between the integration effect of the MSSP and the effect of MSSP-side
externality, firms are still willing to outsource their security operations to
the MSSP even when an MSSP devotes fewer security efforts than those
of firms that manage security in-house. Last, we extend our base model
from two aspects to generalize the main results.
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